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Social Engineering & Phishing

Social engineering and phishing represent significant cyber threats due to their ability to
manipulate human psychology. These tactics are prevalent across industries, necessitating their
inclusion in CTI programs to enhance organizational defenses.

Why this matters to AnnexVault

This report shows why decisions are shaped by trust, pressure, and workflow. A convincing
message can change what a person does, so reviewers need context as well as technical
indicators.

Methodologies

Social Engineering

» Definition: Exploits trust to elicit sensitive information or unauthorized actions.

« Techniques: Pretexting, baiting, tailgating, quid pro quo.

Phishing
« Definition: A subset of social engineering involving fraudulent digital communications.
+ Variants:

« Spear Phishing: Personalized attacks targeting specific individuals.

« Whaling: Targeting high-profile individuals.

+ Vishing: Voice-based phishing attacks.

« Smishing: SMS-based phishing.

Threat Identification and Analysis

+ Tracks phishing as an attack vector for ransomware, data breaches, and fraud.

« ldentifies Indicators of Compromise (IOCs) such as malicious URLs and attachment hashes.

Understanding Threat Actors

« Profiles attackers' motivations (financial, espionage, disruption).

« Monitors evolving Tactics, Techniques, and Procedures (TTPs).

Strategic Decision-Making

« Informs risk assessment and resource allocation.

» Guides incident response planning.

Security Enhancement

« Supports technology deployment (email filters, MFA, secure web gateways).
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+ Informs user training to improve phishing detection.

Recent Trends

+ Increased Phishing Incidents: Exploiting remote work and current events.
« Al and Deepfakes: Leveraging Al for sophisticated phishing and vishing campaigns.
+ Mobile Phishing: Targeting smartphones through apps and messaging platforms.

» Credential Phishing: Focus on stealing cloud service credentials.

Technical Controls [1]
« Advanced email filtering.
« Multi-Factor Authentication (MFA).

+ Secure Web Gateways.

User Training

« Regular education on phishing identification.

+ Simulated phishing exercises.

Policies

» Incident response plans.

« Access controls to minimize attack impact.

Threat Intelligence Sharing
« Collaboration with industry peers and law enforcement.

Governments face persistent threats from social engineering and phishing attacks, which are
used by cybercriminals, hacktivists, and nation-state actors. These attacks exploit psychological
manipulation to bypass technical safeguards, often leading to espionage, operational
disruption, and erosion of public trust. Given the potential for devastating consequences, it is
essential to understand and mitigate these tactics effectively.

Social Engineering in Government

Social engineering leverages psychological manipulation to deceive individuals into revealing
confidential information or granting access to restricted systems. Common methods include
pretexting, baiting, tailgating, and impersonation. Attackers often pose as trusted individuals or
create plausible scenarios to gain access to government facilities, systems, or data. These tactics
can exploit gaps in awareness and procedures. [1]
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Phishing in Government

Phishing attacks are fraudulent communications designed to deceive recipients into sharing
sensitive information or downloading malicious content. In government contexts, phishing
often takes the form of spear phishing, whaling, vishing, or smishing. These targeted
approaches are customized to exploit specific vulnerabilities within agencies, such as emails
tailored to procurement officers or high-ranking officials. Phishing serves as an entry point for
broader cyber campaigns, such as ransomware attacks or espionage.

Impact on Government

The impact of social engineering and phishing on governments is profound. Phishing can
provide an initial entry point for espionage campaigns seeking sensitive government
information. Operational disruptions, such as ransomware attacks, can halt critical government
services, while phishing attacks targeting public portals can erode trust in governmental
institutions. Additionally, these tactics threaten critical infrastructure, as nation-state actors
may exploit human vulnerabilities to infiltrate systems managing essential services like energy
or transportation.

Mitigation Strategies

Defending against social engineering and phishing requires a multi-layered approach.
Government organisations should use layered controls such as email filtering, endpoint security
and network monitoring to detect and reduce malicious activity. Employee awareness is equally
critical, with mandatory cybersecurity training and simulated phishing exercises designed to
improve detection and response. Incident response plans must be established to ensure rapid
containment and recovery following an attack. A zero-trust security architecture, combined
with multi-factor authentication, provides additional safeguards by limiting access and requiring
continuous verification. [1] [2]

Emerging Trends

Emerging trends highlight the evolving nature of these threats. Attackers are increasingly using
Al to create convincing phishing emails and deepfakes, making their campaigns harder to
detect. Mobile devices are also targeted through SMS phishing and malicious apps. The global
nature of these threats complicates attribution and defense, necessitating international
collaboration and information sharing. [1] [3]

Social engineering and phishing attacks pose significant threats to the financial services sector,
exploiting human vulnerabilities to gain unauthorized access to sensitive information and
financial assets. These tactics often involve deceptive communications that appear legitimate,
leading individuals to disclose confidential data or perform actions detrimental to their
organization.
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Prevalence of Phishing in Financial Services

Phishing attacks are particularly prevalent in the financial industry. In 2023, financial institutions
were among the top targets for phishing campaigns, with attackers frequently impersonating
banks and payment services to deceive customers and employees. APWG's first-quarter 2023
report identified financial institutions as the most-targeted industry in its observed phishing
data. [4]

Common Attack Vectors

Attackers employ various methods to target financial institutions:

« Email Phishing: Fraudulent emails that appear to come from trusted sources, prompting
recipients to disclose sensitive information or click on malicious links.

« Spear Phishing: Targeted attacks aimed at specific individuals within an organization, often
using personalized information to increase credibility.

« Vishing (Voice Phishing): Deceptive phone calls where attackers impersonate legitimate
entities to extract confidential information.

« Smishing (SMS Phishing): Text messages that lure recipients into revealing personal
information or downloading malicious software.

Mitigation Strategies

To combat these threats, financial institutions are implementing comprehensive security
measures:

« Employee Training: Regular education programs to raise awareness about phishing tactics
and how to recognize suspicious communications.

« Advanced Email Filtering: Deploying sophisticated email security solutions to detect and
block phishing attempts.

« Multi-Factor Authentication (MFA): Requiring multiple forms of verification to access
sensitive systems, reducing the risk of unauthorized access.

+ Incident Response Planning: Establishing protocols to quickly address and mitigate the
effects of phishing attacks.

Healthcare and pharmaceutical industries are prime targets for social engineering and phishing
due to the high value of protected health information (PHI), financial transactions, and research
data. The consequences of successful attacks include data breaches, operational disruptions,
and regulatory penalties.
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Impact of Social Engineering and Phishing

Phishing and social engineering attacks lead to severe consequences in healthcare and
pharmaceuticals. Data breaches can compromise PHI and trigger HIPAA obligations and
enforcement exposure for covered entities and business associates; the consequences depend
on the facts and applicable requirements. Financial fraud often occurs through phishing
schemes targeting billing systems and supply chains. Pharmaceutical companies face intellectual
property theft, especially during drug development or public health emergencies. Operational
disruptions, such as ransomware attacks, delay critical patient care and jeopardize safety. [5]

Methods of Attack

Attackers use various methods, including email phishing, spear phishing, vishing (voice
phishing), and smishing (SMS phishing). They often impersonate healthcare administrators,
insurers, or pharmaceutical partners to deceive targets. Baiting can also involve malware-laden
removable media. [6]

Recent Trends

Recent trends include pandemic-themed phishing campaigns exploiting COVID-19-related fears
and advanced persistent threats (APTs) targeting vaccine research. Attackers are increasingly
leveraging Al to create sophisticated phishing emails, heightening the challenge of detection.

Mitigation Strategies

Mitigation strategies include employee training to recognize phishing attempts, deployment of
technical defenses like Al-based email security and multi-factor authentication (MFA), and
robust incident response planning. Industry-specific collaboration, such as through Health
Information Sharing and Analysis Centers (H-ISAC), enhances threat intelligence sharing. The
adoption of zero-trust security architectures further reduces vulnerabilities.

Case Study: COVID-19 Vaccine Development

In 2020, the UK NCSC reported that APT29 targeted organisations involved in COVID-19 vaccine
development using techniques including spear-phishing and custom malware. These incidents
highlighted the need for stringent access controls and industry collaboration to safeguard
sensitive information. [7]
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